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Terms of Reference  

 

 

Title:   Consultant (Elections Cybersecurity) –  up to 4 positions 

 

Organisational Section/Unit:  Rule of Law Section and Elections Section, Governance 

and Peace Directorate, Commonwealth Secretariat  

 

Duty Station: Home based (with travel) 

 

Proposed period:   1 February 2019 – 30 March 2020 

 

Actual work time:    280 days over 14 months  

 

 

 

1. Background: 

 

The Governance and Peace Directorate (GPD) is the lead Directorate in the Commonwealth Secretariat 

for promoting the rule of law, separation of powers, democratic values, and good governance. Within 

GDP, the Office of Civil and Criminal Justice Reform (OCCJR), Rule of Law Section and Elections 

Section are jointly responsible for the delivery of a project entitled “Strengthening Election 

Cybersecurity in the Commonwealth,” supported by the Government of the United Kingdom, through 

the Foreign and Commonwealth Office.  

 

The project aims to support implementation of the Commonwealth Cyber Declaration, agreed by 

Commonwealth Heads of Government at their meeting in London in April 2018. The Cyber Declaration 

committed Commonwealth Heads of Government to a cyberspace that supports economic and social 

development and rights online; to build the foundations of an effective national cybersecurity response; 

and to promote stability in cyberspace through internatioanl cooperation. Specifically, within the 

Implementation Plan 2018-2020 that accompanied the Declaration, Commonwealth member countries 

agreed to work together to identify priority areas and themes for capacity building efforts, including 

enhancing the protection of election systems through better cybersecurity.  

  

The project ‘Strengthening Election Cybersecurity in the Commonwealth’ is being implemented by the 

Secretariat alongside three other projects in support of the Commonwealth Cyber Declaration, focusing 

on cybercrime and electronic evidence training for investigators, prosecutors and judges in the 

Caribbean region, cyber resilience review and cybercrime legislative reforms in two Commonwealth 

countries in Africa region, and strengthening of pan-Commonwealth international cooperation in 

cybercrime investigations. 

 

The purpose of the project on election cybersecurity is to strengthen understanding of the impact of 

cybersecurity on the conduct of elections. The project will achieve this by undertaking research in 

Commonwealth countries on the nature and extent of ICT system use in election systems and associated 

cybersecurity risks and challenges; collecting good practice on election cybersecurity and the 
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development of a pan-Commonwealth guide in this area; delivering training to elections management 

officials on cybersecurity; and providing technical assistance to selected Commonwealth member 

countries. The primary counterparts in member countries for the project will be national elections 

management bodies.   

 

2. Purpose of the assignment: 

The purpose of the assignment is to support the Commonwealth Secretariat in the delivery of activities 

under the project ‘Strengthening Election Cybersecurity in the Commonwealth.’ As a result of the 

outputs delivered by the consultancy, it is expected that the planning and delivery of cybersecurity 

aspects of elections will be strengthened across the Commonwealth. In addition, cybersecurity aspects 

of forthcoming elections will be reinforced in two selected Commonwealth member countries.  

 

“Cybersecurity” for the purposes of assignment is understood as encompassing technical systems, laws 

and policies, and capabilities. The elections process is understood as encompassing all election lifecycle 

components, including voter education and information; voter registration; voter verification; vote 

casting; vote tallying; and results announcement and communications.  

 

3. Specific tasks to be performed by the consultants: 

Under the guidance of the Head, OCCJR and Head, Elections Section, Commonwealth Secretariat, the 

consultants will:  

1) Undertake development of a questionnaire on the use of ICT in voter registration and election 

systems in Commonwealth member countries, and analyse results of the questionnaire in order 

to identify and classify ICT system use in elections systems, and to identity common themes, 

strengths and challenges in elections cybersecurity; 

2) Undertake in-depth research and expert review in two Commonwealth member countries (to 

be agreed with the Secretariat) on ICT use in voter registration and elections systems, with a 

view to identifying specific country risks, strengths, challenges and good practices; 

3) Produce two confidential country reports arising from the in-depth research specific at task 2) 

above, detailing specific country elections cybersecurity risks, strengths, challenges and good 

practices; 

4) Drawing from tasks 1) and 2) above, as well as literature research, and consultation with 

relevant stakeholders, produce a draft pan-Commonwealth Good Practice Guide to elections 

cybersecurity, covering aspects related to technical systems, laws and policies, and capabilities 

across the whole election lifecycle. The Guide will be aimed at national elections management 

bodies as the primary audience; 

5) Support an expert group meeting convened by the Secretariat to review and comment on the 

draft Good Practice Guide produced at task 4) above, and finalise the Guide based on 

comments and input from the expert group meeting; 

6) Deliver training based on the Good Practice Guide to elections management officials in the 

context of two regional training workshops (Africa, and Asia and Pacific regions) organised 

by the Commonwealth Secretariat. The training will be practical and include ‘live’ problems, 

case studies and examples to be worked through by participants; and 

7) Deliver in-country technical assistance to elections management bodies over a period of two 

to three months in two Commonwealth member countries (to be agreed with the Secretariat), 
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based on the Good Practice Guide. The technical assistance will be aimed at supporting 

preparedness and resilience of cybersecurity aspects of elections systems in those countries.  

 

4. Expected tangible and measurable output(s):  

 

Deliverable Timeline 

a) Questionnaire on ICT use in elections systems (Task 1) 28 February 2019 

b)  Country reports (x2) on elections cybersecurity (Tasks 2 and 3) 30 April 2019  

c) Draft pan-Commonwealth Good Practice Guide on elections 

cybersecurity (Task 4) 

31 May 2019  

d) Final version of pan-Commonwealth Good Practice Guide on 

elections cybersecurity (Task 5)  

15 July 2019 

e) Report of regional training workshop (x2) on elections 

cybersecurity (Task 6)  

31 Nov 2019 

f)  Report of in-country technical assistance delivered (x2) on 

elections cybersecurity (Task 7) 

15 March 2020 

 

 

5. Indicators to evaluate the consultant’s performance: 

All outputs shall be assessed in accordance with the following indicators: 

Indicators 

 Technical precision and excellence, and reflection of state of the art in cybersecurity  

 Relevant national process and substantive technical and legal examples identified and fully 

discussed. Examples advance argument and analysis 

 Clear and policy-relevant analysis 

 All Secretariat comments reflected appropriately 

 Excellent plain English drafting style and suitability for audience of national level 

government officials, technical specialists, and policy makers 

 Political nuances fully taken into account 

 Positive feedback received from all stakeholders, including in the context of training and 

country engagement 

 

6. Qualifications/expertise sought (required educational background, years of relevant work 

experience, other special skills or knowledge required): 

 

 Degree(s) in one of more of computer science, cybersecurity, law, politics, social science, or 

international relations. Advance degree is preferred; 

 Minimum of 10 years of professional expertise in technical, policy or capability aspects of 

cybersecurity (Where consultants apply as a consortium, the lead consultant must meet this 

requirement. Other consultants in the consortium may be eligible for consideration with a 

minimum of 3 years of professional expertise); 

 Direct professional experience in elections management and/or cybersecurity aspects of 

elections is a strong advantage; 

 Practical professional experience in provision of advice and analysis to government or other 

public sector institutions; 
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 Proven ability to network and establish collaborative relationships with a variety of actors; 

 Proven ability to work well under pressure and meet strict deadlines;  

 Fluency in English; 

 Excellent organisational and evaluative skills; 

 Experience gained from work for international organisations is highly desirable. 

 

7. Administrative arrangements 

 

The advertised consultancy is for up to four positions. The selected consultants will, collectively, deliver 

the specific tasks described in these terms of reference.  

 

The assigned tasks are to be performed by the appointed consultants on a remote basis through a total 

of 280 days’ work time during a period of 14 months. 

 

The Commonwealth Secretariat will have discretion as to the distribution of tasks and work days 

between the appointed consultants, up to a maximum of 120 person days per consultant. 

 

Applicants are invited to specify which tasks they have availability for and interest in, as well as 

proposed fees and outline proposals for delivery.  

 

Consortia of consultants are eligible to apply. Each member of a proposed consortium should apply to 

the position individually, specifying the consortium name or reference in the application.   

 

It is envisaged that the total payment for delivery of the assignment as a whole will be £114,000. 

Appointed consultants will receive payment on a payment schedule, and in accordance with, the terms 

of each consultancy offer letter.  

 


